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Ransomware: The Front Lines
While the development of technology has improved our lives in countless ways, including 
how we communicate, exercise, get healthcare, go to school, and more, there’s always a 
dark threat lurking around every corner. The more we rely on technology, the more we also 
expose ourselves to the potential risks of a ransomware attack. 

From 2018 to 2019 alone, ransomware attacks increased by more than 74%. 2020 is slated 
to be just as bad with an influx of attacks against both healthcare organizations and 
medical facilities while thousands of Americans switch to working from home amid the 
COVID-19 pandemic. Within the insurance industry, ransomware claims are skyrocketing. 

No industries, organizations, or businesses (big or small) are safe from these attacks. 

https://prowritersins.com/cyber-insurance-blog/ransomware-damage-costs/
https://www.forbes.com/sites/forbestechcouncil/2020/03/18/how-to-protect-against-ransomware-in-2020/#312f817c3417
https://prowritersins.com/cyber-insurance-blog/risks-of-working-from-home/
https://netdiligence.com/wp-content/uploads/2020/02/NetD_2020Spot_Ransomware.pdf


What is Ransomware and Why is it so Dangerous?
Per CISA, ransomware is “a type of malicious software, or malware, designed to deny 
access to a computer system or data until a ransom is paid.” Often, denying access can 
include taking command and control of encrypted data and either threatening to release 
this personal information or continue to deny the victim access to their system until the 
victim agrees to pay the ransom. 

There are a number of factors that make ransomware attacks so dangerous:

Not if, but When
There is no 100% successful way to prevent a ransomware attack from occurring. 
While there are a number of factors your clients can take to mitigate their risks and 
reduce the chance of a successful attack, the chance will always remain. This is why 
it’s important to take a realistic approach by planning for the attack that is coming. 

Constantly Evolving
It’s very difficult for your clients to protect themselves if they don’t know what they’re 
protecting themselves from. Ransomware attacks are always changing, which is why 
they’re so unpredictable and difficult to prevent. 



Human Emotion
Unlike most other cyber attacks, ransomware often relies on human error and emotion 
to gain unauthorized access to a system or network and hold it hostage. This is often 
done through phishing attacks, which can include phishing emails, texts, phone calls, 
social media messages and more. These attacks trick the victim into giving private 
information directly into the hands of the hacker. 

Rising Costs
The costs associated with a ransomware attack are going up in two ways. Ransomware 
demands are on the rise, with some now as high as tens of millions of dollars. And, the 
damages that organizations have to face post-attack are often enough to force them to 
bankruptcy. These damages can be so severe that it’s been reported that 60% of small 
businesses are forced to close within six months, following an attack.

Everyone is a Target
Many small business owners assume they’re too small of a target to worry about a 
cyber attack. They’re wrong. Hackers often prey on small businesses, even if they have 
smaller pockets, as they’re often an easy target. In addition, hackers have no moral 
compass when choosing their victims. They’ve been known to attack the government 
on the local, state, and federal levels as well as utility companies and healthcare 
providers. 

https://www.advisen.com/tools/fpnproc/fpns/articles_new_35/P/359564405.html?rid=359564405&list_id=35
https://www.vox.com/sponsored/11196054/why-every-small-business-should-care-about-cyber-attacks-in-5-charts
https://www.vox.com/sponsored/11196054/why-every-small-business-should-care-about-cyber-attacks-in-5-charts


How to Prevent a Ransomware Attack 
While it’s impossible for your clients to protect themselves 100% from a ransomware 
attack, they can drastically lower their potential risk. 

1. Educate and Stay Current 
One of the most challenging aspects of ransomware is its constant evolution. It’s 
difficult to identify and thwart an attempted attack if they always come in different 
forms. It’s important that your clients stay up to date on the latest trends in cyber and 
hold regular continuing education for their employees. Creating a corporate culture that 
focuses on cyber will help all involved parties stay vigilant.  
 
While these attacks can be tricky, there are a few red flags your clients should watch 
for:

• Check the Subject Line
Many phishing emails contain clickbait subject lines to induce panic, 
including notices of an overdue invoice, account issues, and other threats. 

• Check the Greeting
Most phishing correspondence will use a generic greeting, such as “Dear 
Customer,” rather than addressing your client by their name. 

https://prowritersins.com/cyber-insurance-blog/phishing-email/


• Check for Grammar and Spelling Errors
If you notice a number of errors, look closely at the correspondence 
before clicking on any links. 

• Check Their Contact Information
If you receive a suspicious email, don’t use the contact information 
included in that correspondence as it could lead you directly to the 
hacker. Instead, look for their publicly posted information to make sure it’s 
correct. 

• Use Strong Passwords
Hackers utilize technology that can guess thousands of passwords in 
seconds. A complicated password is a strong password. Your clients 
should use passwords with at least eight characters, including numbers, 
symbols, and both upper and lowercase letters. 

2. Use Strong Passwords  
Hackers utilize technology that can guess thousands of passwords in seconds. A 
complicated password is a strong password. Your clients should use passwords with 
at least eight characters, including numbers, symbols, and both upper and lowercase 
letters. 

3. Utilize Two-Factor Authentication 
As an extra layer of security, two-factor authentication is a good backup in the 
event your password is cracked. This requires the user to provide a second piece of 
authentication information to confirm the user is valid. 

4. Vet all Third-Party Vendors 
While your clients may stay current on all things cyber, their third-party clients may 
be putting them at risk. If their third-party client suffers a breach, they could be found 
vicariously liable for the damages. It’s important to vet their cyber security practices 
before doing business with any vendors.

5. Complete all Software Updates 
While these laptop and computer notifications may seem annoying, they’re important. 
Your clients will need to make sure all technology and devices they utilize have the 
latest updates available in order to keep up with potential threats.  

https://www.bizjournals.com/bizjournals/how-to/technology/2020/03/why-every-business-should-require-two-factor.html


6. Organize a Data Breach Response Plan 
Being prepared to act immediately in the event of a ransomware attack with a data 
breach response plan is your best option of mitigating the damages, should a breach 
occur. This plan allows all parties to take immediate action.  

7. Get Covered With Cyber Insurance  
As there is no way for your clients to fully prevent a cyber attack, a cyber policy is 
imperative. With comprehensive coverage, they can rest assured knowing they’ll have 
access to the vendors needed to help them recover, and the policy to cover the costs. 
A cyber insurance policy is the single-most important step your clients can take in 
protecting themselves from the damages of a ransomware attack.  
 
 
 

The most important part of responding to a successful cyber attack is acting quickly. The 
longer the breach goes unaddressed, the more damage your client’s organization 
will suffer. 
 
Here are a few important steps to take: 

1. Identify the Breach 
In order to stop the breach and/or leak of data, identifying how and where the breach 
occurred is step one. However, this can be complicated and costly. With a cyber policy 
in effect, your clients will have access to an IT forensics team to help locate the access 
point, stop it, and identify what information may have been breached.  

2. Notify all Affected Parties
This is an important part of maintaining your client’s reputation. Transparency is key 
here. Your clients may also have to provide credit monitoring services for all victims of 
the breach.

3. Notify the Appropriate Authorities
A ransomware attack is a crime as theft and extortion have occurred. These attacks 
should be reported to the appropriate authorities. Internet crime complaints can be 
filed here. 

Your Client Has Suffered a Cyber Attack—What Now? 

https://www.proofpoint.com/sites/default/files/gtd-pfpt-us-wp-ransomware-survival-guide.pdf
https://www.ic3.gov/default.aspx


4. Notify the Appropriate Regulators
If your clients do not respond to a ransomware attack appropriately, they could face 
significant PCI fines and penalties. As the regulations for cyber are evolving, this can 
be hard to keep up with. A cyber policy provides coverage for the legal costs to ensure 
your clients are taking the appropriate actions.

How ProWriters Can Help
For more information on how a cyber insurance policy can protect your client from 
ransomware attacks, take a look at these claims examples and what to expect through the 
claims process.  

ProWriters offers your clients access to the best vendors in the industry. Should they 
face an attack, they’ll be able to respond immediately with the help of a breach coach to 
mitigate any potential damages. 

With over 20 years in the industry, ProWriters offers the best service in cyber and makes 
your job even easier with our Cyber IQ Comparative Rate Portal. Instantly compare 
multiple quotes from multiple carriers to find your client the best possible coverage, all 
while saving you time. 

In addition, take advantage of our FREE online resources which include both marketing 
and educational materials, along with risk prevention resources. 

To get started, contact a ProWriters expert today! Or call us at 484-321-2335 with any 
questions. 

https://prowritersins.com/cyber-insurance-blog/cyber-liability-claim-examples/
https://woodruffsawyer.com/cyber-liability/ransomware-cyber-insurance-action-plan/
https://prowritersins.com/cyber-iq-broker-registration/
https://prowritersins.com/broker-resources/



