An Industry at Risk:
Why Cyber Security for Manufacturing Environments
Isn’t Enough to Protect Your Clients

Cyber Security for Manufacturing
Environments
Manufacturers have often felt that cyber security is not a serious issue for them. As
businesses in this industry don’t gather as much private or sensitive information, they
have wrongfully assumed that they’re not a target or that they would not be seriously
affected by a cyber attack. As the manufacturing process has become more and more
digital, this has drastically changed. According to the United States Department of
Homeland Security, manufacturing is now the second most targeted industry by cyber
attacks, second only to healthcare. These manufacturing cyber attack examples will help
your clients understand how they could potentially be affected.

Recent Cyber Attacks on Manufacturing Companies
Cybersecurity for manufacturing environments falls significantly behind other industries.
Many manufacturing clients aren’t aware of the potential risk they’re facing until it’s too
late. As manufacturing workflows were often put into place in a time where cyber security
wasn’t a big concern, many manufacturing firms haven’t considered the threat that comes
with digitizing their processes.
Here, we’ll walk through some examples of real attacks that CFC, a specialty insurance
provider and ProWriters partner, has seen their clients face. We’ll discuss how it affected
their businesses, and how a cyber insurance policy provided protection.

Kitchen Calamity Case Study
This medium-sized manufacturer of kitchen units suffered a cyber incident in which
a hacker gained access to their computer systems through their Remote Desktop
Protocol (RDP). The hacker initiated a brute force attack to obtain the credentials to
the admin account, which had a weak password and encrypted multiple servers before
making a ransom demand.
Once this attack was discovered on a Monday morning, the manufacturer attempted
to restore the servers through back-ups, however, the back-ups had also been
compromised in the attack. The business owner then notified CFC’s cyber incident
response team who quickly decided to pay the ransom demand and get the system
decrypted.
Despite the quick response all around, the insured still faced four days of interruption
before they were able to get back up and running.

CEO Swindle Case Study
This manufacturing firm’s CEO received an email from what he thought was Microsoft
asking him to validate his account details. Once the CEO fell for the scam, the hacker
was able to identify the main individual in the firm’s finance department who was
responsible for authorizing wire transfer requests.
Using the gained access to the CEO’s calendar, the hacker waited until the CEO was
traveling abroad for a few weeks and set up two forwarding rules within his email that
ensure he wouldn’t come across any emails related to the scam.
With these measures in place, the hacker finally sent an email to the CEO, pretending to
be a member of the accounts department, attaching a $47,500 invoice that included the
hacker’s fraudulent account details. The hacker then forwarded this email, as the CEO, to
the finance department to be addressed.
The finance department, believing this to be a legitimate request, paid the invoice. Using
the same tactics, the hacker managed to get two additional invoices paid, with the total
amount reaching $190,000.
Upon the return of the CEO, the scam was discovered and reported to the authorities.
The hacker was never located. Because the manufacturing firm was insured with a cyber
policy, they were able to recover the loss in full.

Steelcase Wakeup Call
In October 2020, Steelcase, one of the largest manufacturers of workspace furniture,
fell victim to a Ryuk ransomware attack. A Ryuk ransomware attack involves hackers
encrypting files and making a ransom demand only when the victim makes contact via
an encrypted email.
This cyber attack forced Steelcase to shut down global operations for two weeks.
Employees were told they could file for unemployment rather than having to use their
vacation time during this period. With almost 13,000 employees, a network of 800
dealers, and $3.7 billion in revenue in 2020, this shutdown caused significant financial
damage.
Following the attack, Steelcase reported that no data was stolen, however, the financial

impact of the shutdown carried from Q3 into Q4 for the furniture giant. the finance
department to be addressed.
The finance department, believing this to be a legitimate request, paid the invoice. Using
the same tactics, the hacker managed to get two additional invoices paid, with the total
amount reaching $190,000.
Upon the return of the CEO, the scam was discovered and reported to the authorities.
The hacker was never located. Because the manufacturing firm was insured with a cyber
policy, they were able to recover the loss in full.

Understanding Manufacturing Cyber Risk
These manufacturing cyber attack examples are only a small representation of the threats and
expenses your clients can face, even as small businesses.
In particular, businesses (including small businesses) who take credit cards have a legal obligation
to their customers. Most commonly, the contract between a business and the third-party vendor they
use to process credit cards ultimately puts the responsibility back on the business. These contracts
severely limit any liability of the third-party.
Should a third-party suffer a cyber attack and the business’s customer’s information be stolen, that
business is going to be responsible.
It’s important that your clients understand that they can outsource the service, but not the liability.

1. Understand the Businesses’ Resources & Risks:

Controlling who has access to certain information, conducting background checks, and
requiring individual accounts for each employee helps limit access to certain data.

2. Prepare for an Attack:

Updating all software and systems regularly, encrypting important data, and training

employees to be cognizant of potential threats, such as phishing emails, will limit a
business’s exposure. It’s also crucial to have a back-up strategy for all essential data.
In the event of a data breach, this is your last defense against the loss of data, and will
protect you from having to pay a ransom should you fall prey to a ransomware attack.

3. Implement Cyber Threat Detections:

Anti-virus, anti-spyware, and other anti-malware programs should be kept current to
warn users of a potential security threat or cyber attack immediately. Additionally, your
clients should search for open ports and close them.
We advise the implementation of Sender Policy Framework (SPF) to restrict who can
send emails from your domain as well as preventing domain spoofing. DomainKeys
Identified Mail (DKIM) and Domain-based Message Authentication (DMARC) are also
recommended. DKIM ensures that the content of emails sent from your domain have
not been compromised or tampered with. Last, DMARC works as a compliment and
added protection measure with SPF and DKIM, by:
•

Protecting your clients’ brand reputation by preventing unauthorized/
unauthenticated emails from being sent from their domain.

•

Reporting to inform your clients of who is sending emails from their domain.

•

Helping to establish consistent policies for handling unauthenticated email
messages, further bolstering your clients’ positive brand reputation as more reliable
and trustworthy.

In addition, Managed Detection and Response (MDR) both detects malware and/or
malicious activity in a network and responds to the threat to help mitigate potential
exposure and damages.

4. Develop an Incident Response Plan:

Putting an incident response plan in place before an attack occurs allows all parties to
take action immediately. Each party understands their role in the response and what
steps they should be taking. A quick response can greatly mitigate the damages of an
attack

5. Establish How to Resume Normal Operations:

Proactively backing up important data regularly and purchasing a cyber insurance
policy will ensure a business can continue operations while dealing with an attack and
they’ll have the coverage to protect them from the financial damages.
Based on the case studies we’ve discussed, it’s clear that strong cyber security in
manufacturing can only protect a business to a certain extent. The cyber risk for
manufacturing firms often comes down to human error.
Here are some additional basic cyber security practices that continue to thwart hackers:

• Implement Strong Passwords

A strong password includes upper and lowercase letters, numbers, and a symbol. The
longer the password, the more secure it is. And, consider using a corporate password
manager. This feature complies all user passwords into a fully-encrypted and protected
central arsenal for safekeeping.

• Use Multi-factor Authentication

Multi-factor authentication (MFA) provides an extra layer of security above and beyond
a login and password. Instead of one authentication, MFA requires two other forms of
verification (such as biometric fingerprints/face scanning or “tokens”).
It’s also important to ensure your clients have compensating controls such as
Segregation of Duties. SoD protect your clients and mitigate fraud by ensuring that a
single task is designated to two employees rather than one. For example, one employee
may be tasked with accounting, while another may be in control of signing and
distributing checks.
Essentially, compensating controls or “alternative controls” help fulfill a security
requirement in the place of other cyber security measures that may be too difficult or
costly to implement.

• Look for Red Flags

It’s important to stay up to date on the latest reported cyber threats in order to be
aware of any new, repetitive red flags. However, some basics to watch for include:
•

•
•

“Clickbait” subject lines that instill fear in order to lure in victims. These often
warn of an overdue invoice, bank account issues, or other warnings that demand
immediate attention.
Generic greetings that may say “Dear Customer,” or “To Whom It May Concern,”
rather than addressing the recipient by name as a legitimate business generally
would.
Grammatical & spelling errors in any correspondence from a business or
professional individual warrants proceeding with caution.

• Encourage Company-Wide Vigilance

All employees should consistently undergo cyber security training regularly to make
sure the entire company is up to date on the latest threats. Creating a company-wide
culture of cyber security will encourage all employees to stay vigilant in their defenses
against attempted attacks.

Manufacturing Cyber Attacks Your Clients
Should Know
While the cyber attacks of today could quickly change and evolve by tomorrow, here are
some of the top threats the manufacturing industry is facing:

—Brute force attack

A hacker uses a software program that guesses thousands of password combinations a
second to gain unauthorized access.

—Social engineering

Hackers use deception to take advantage of human error by manipulating an individual into
giving away confidential information or sensitive files, transferring funds, or clicking on a
malicious link.

—Ransomware

A type of malicious software that denies the legitimate user access to a network or system
until a ransom demand is paid.

—CEO fraud

A type of phishing attack in which a hacker impersonates an organization’s CEO in order to
obtain confidential data or funds.

Protecting Your Manufacturing Clients With a Cyber
Insurance Policy
Manufacturing cyber security statistics show that only 5% of manufacturing firms in the U.S.
have coverage. As cyber attacks continue to evolve and become even more rampant, it’s
time for your clients to secure a cyber insurance policy.
At ProWriters, we’ve made the process of buying and selling cyber insurance easier than
ever. With our Cyber IQ Comparative Rate Portal, you can quote and compare multiple policy
quotes from multiple top cyber carriers in just minutes, making it faster than ever to find
your clients the best coverage.
Do you have clients who don’t see cyber insurance as a necessary investment? Download
Cyber Risk Management 101 to provide them with a breakdown of the risks they could be
facing and how a cyber insurance policy could protect them. Be sure to take advantage of
the numerous FREE broker resources we offer to help you sell cyber.
Contact us or speak with a ProWriters expert at 484-321-2335 to learn more.

