How to Sell Cyber:
Big Claims in Ransomware &
Social Engineering

Cyber insurance has never been more important. Even so, clients still have difficulty
understanding who needs cyber liability insurance, what it is, why they need it. This
eBook from ProWriters is designed to address this issue that agents and brokers so
often face. We break down the risks your clients face, the true cost of a data breach,
and how to sell the right policy to your clients.
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Cyber Risk and the Rise of
Social Engineering
Cyber attacks are getting smarter.
Cyber crime is being driven by more sophisticated methodologies in an increasingly
interconnected digital world. Clearly communicating the risks to your clients is key
to selling cyber insurance so they can be prepared before a breach occurs. Hackers
are not only improving their technical approaches, they’re also exploiting elements of
human interaction to compromise their targets. These are called social engineering
attacks, and they can get a criminal past the best security systems—because when
they’re successful, you’re the one who lets them in.

Social Engineering
At the root of all social engineering attacks is deception. Cyber criminals trick and
manipulate their targets into taking certain actions, such as bypassing security
measures or disclosing certain sensitive information.
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Imagine this scenario:
You get an email from your boss. She tells you she is tied up in a meeting and needs
you to compile all of the employees’ W-2s in PDF format. She says that she has cc’d
a tax consultancy firm she hired and asks you to send the W-2s over to them for a
review. She adds that they’re pressed for time and would like them sent over as soon
as possible. She ends the email by asking you to give her a call around lunch time after
you’ve sent it. The email is signed with your boss’s digital signature.
You send the W-2s to the tax firm as requested, and give your boss a call around lunch
like she asked. Only then do you learn that she never sent an email asking you for the
W-2s. She’s also never heard of the ‘tax consultancy’ you sent them to. Together, you
find out that the request was fake, the tax consultancy doesn’t exist, and you just sent
everyone’s personal information to a cyber criminal.
In this scenario, you were the victim of a social engineering attack that employed
several tactics:
Addressed you by name to get your attention
Established credibility by invoking your boss
CC’d what appeared to be a reputable third party
Prevented you from confirming the authenticity of the request in-person by claiming
to be ‘tied up in a meeting’
Created a timeline by asking you to call at a specific time after the request was
completed
Conveyed urgency to prevent you from thinking too much about the request
What’s more, the attack didn’t require the perpetrators to hack into your company’s
computer system. They didn’t have to circumvent firewalls or navigate any cyber
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security measures. All they had to do was pick their target, learn enough publiclyavailable information to establish credibility, and send an email. You did the rest for
them.
Social engineering can be used as a basis for a wide variety of attacks. Combined with
technical know-how, these attacks can do even more serious damage to your clients.

Ransomware
Thanks in part to social engineering, the Cybersecurity and Infrastructure Security
Agency (CISA)—a part of the United States Department of Homeland Security—has
identified an increase in ransomware attacks across the globe. The agency describes
ransomware as a type of malicious software that infects a computer system and holds
access and data hostage until a ransom is paid.
The amount of money hackers demand is also increasing. Cyber security company
Coveware reports that cyber criminals in Q1 of 2019 demanded nearly $13,000 on
average to unlock a compromised system—an 89% increase from the average ransom
demand in Q4 of 2018.
This trend is expected to continue as ransomware attacks become more sophisticated.
While ransomware attacks in the past relied on spam emails, cyber criminals today
carry out targeted attacks by employing social engineering, exploiting remote desktop
protocols, and leveraging stolen credentials. Large companies will certainly feel the
effects, but according to the Beazley Group, small and mid-sized businesses (SMBs)
are at the greatest risk.
The ransom is often not the most expensive part of an attack; the costs of business
interruption, lost or destroyed data, and the rebuilding of critical systems can easily be
enough to put a company out of business.
The sooner your clients understand what’s at stake, the sooner they can take proactive
steps to get protected. The right cyber insurance policy will cover the costs of a cyber
attack and prevent your clients from having to close its doors after a breach.
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What a Breach Really Costs Your Clients
Despite the growing threat of cyber breaches, many clients still view cyber liability
insurance as an unnecessary expense. However, when viewed as catastrophic
insurance against the devastating costs of a cyber attack, the small premiums you
clients would pay are well worth it.
To put those premiums in perspective, it can be helpful to break down the costs of
a cyber incident for your clients. Multinational cyber security firm Kaspersky Lab
released a report detailing the financial impact of different cyber security breaches.
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Financial Impact on Large Corporations:
Unauthorized transmission of data (like the scenario described earlier):

$1.9 Million
Compromised IT infrastructure hosted by a third party:

Malicious software and viruses:

$2.2 Million

$519,000

Human error involving IT resources:

Lost or stolen devices with sensitive data:

$1.1 Million

$2.8 Million

Financial Impact on SMBs:
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Selling Cyber Insurance to Clients
An informed client is much more likely to purchase a cyber liability policy than an
uninformed one. For that reason, we’ve outlined the steps you can take to get your
clients up to speed and sell them a cyber policy that meets their needs.

1. Outline the risks and exposures

You don’t have to be a cyber expert to be able to communicate existing cyber
risks to your client. You can use the information outlined earlier to briefly explain
social engineering attacks and give them an example. You can also tailor your
explanation to the business your client has. Do they process a lot of online
payments? Do they handle healthcare information? These questions can help you
shape your explanation and the types of risks you highlight.

2. Cover the relevant regulations

Your client should be familiar with the rules and regulations that govern the type
of data they work with. This can give them a better idea of what their specific
exposures are and what they would need to do in the event of a breach. It can also
inform what kind of cyber insurance policy they should consider.

Page 8

Below are a few of the common regulation and compliance measures your clients
would likely come across:

PCI-DSS Regulations
The Payment Card Industry Data Security Standards (PCI-DSS) were established
by the major credit card companies. If your clients accept, transmit, or store
cardholder data, these rules apply to them. Even if they use third-party vendors for
payment processing, your clients, as the merchants, are still liable for a breach.
There are four levels of PCI compliance, each with different requirements:
Level 1: More than six million Visa/Mastercard transactions per year
Level 2: Between one and six million transactions per year
Level 3: Between 20,000 and one million eCommerce transactions per year
Level 4: Fewer than 20,000 eCommerce transactions or up to one million
storefront transactions per year
Failure to comply with these regulations can result in fines ranging from $5,000
to $100,000 per month. These costs do not take into account the reputational
damage your clients would face if there was a breach.

HIPAA Privacy and Security Rules
Health Insurance Portability and Accountability Act (HIPAA) mandates rules
and regulations designed to protect consumers’ health care data. If any of your
clients transmit health information in electronic, oral or written form, they are
likely considered a ‘covered entity’ that must follow these requirements. Business
associates of covered entities are also subject to HIPAA requirements.
Health information covered under HIPAA is classified as protected health
information (PHI), and a wide range of data can fall into this category. A patient’s
name, date of birth, social security number, and address can all be considered PHI.
The penalties associated with compromised PHI are significant. The Office For
Civil Rights, which oversees HIPAA compliance, can impose fines of $100 to
$50,000 per affected record, up to a maximum of $1.5 million per incident.
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GDPR Rules
The General Data Protection Regulation (GDPR) consists of rules and regulations
regarding personal data that were implemented by the European Union. However,
your clients don’t need to be in the EU to be subject to these rules.
GDPR rules apply to companies in every country who handle data from EUresidents. If your clients collect data from even one EU resident, they are
responsible for following GDPR regulations.
GDPR fines and penalties have gathered global attention for their aggressiveness.
Non-compliance fines are up to €10 million or 2% of worldwide annual turnover,
whichever is higher. Penalties for a breach are even higher, with a maximum of €20
million or 4% of worldwide annual turnover, whichever is higher. Authorities can
also prevent a company from collecting personal data while an investigation is
underway. Even if your clients are not based in the EU, they are subject to all fines
and penalties if they collect or process data from an EU resident.

3 . Differentiate between commercial general
liability insurance, packaged policies, and
stand-alone policies

Many clients are under the impression that commercial general liability (CGL)
policies cover cyber liability. However, as many of us learned with a number of
high-profile incidents, including the Sony PlayStation hack of 2011, CGL does
not provide cyber protection. Increasingly, many insurers are adding language
specifically excluding cyber coverage. If your client thinks a CGL policy will cover a
cyber breach, they’re wrong.
Some clients will point to a packaged policy like a business owner’s policy (BOP)
when you bring up the idea of cyber coverage. A BOP policy may include language
for cyber liability. However, these policies are often inadequate when it comes to
meaningful cyber coverage. Considering the fact that a targeted cyber attack on
a small business costs $188,000 on average, a standard $25,000 sub-limit could
evaporate very quickly. Furthermore, these policies may not cover associated
cyber breach costs such as business interruption, ransom demands, IT forensics,
and public relations expenses.
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Stand-alone cyber liability policies like the ones we offer access to at ProWriters
feature high limits and broad coverage that include both first- and third-party
exposures. If your clients are serious about protecting themselves from a cyber
breach, explain the difference between these policies so they can make an
informed decision.

4 . Present cyber liability coverage options

Once your clients understand the risks, regulations, and insurance policies
involved, you’ll want to present them with multiple coverage options. Comparing
limits, premiums, and coverage with your clients from multiple carriers can
help them make the right decision and give them the peace of mind they need.
Comparing multiple carriers can be a time-consuming process for agents and
brokers, which is why we’ve developed streamlined solutions to help.

The ProWriters Method:
Intelligent Cyber Solutions
The experts at ProWriters have reimagined the way you obtain cyber insurance for your
clients.
To make comparing cyber insurance carriers easier than ever, we launched the Cyber
IQ Comparative Rate Platform. Built for the modern broker with efficiency in mind,
you can get multiple quotes from top carriers in seconds using our innovative online
platform. Our intelligent cyber insurance portal allows agents and brokers to:
Complete a single application for several carriers
Instantly compare rates from multiple carriers
Receive multiple quotes with a detailed coverage comparison
Access all previously issued quotes and binders in one centralized location
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Easily provide renewal lists for bulk quoting all at once
A user-friendly interface and efficient design means data entry takes less than one
minute and your quote comparison is available to you instantly.
Try the Cyber IQ Comparative Rate Platform for yourself today to see how this powerful
platform can work for you and your clients. Visit our website and register for the portal;
or, to find out more about what we have to offer, speak to a ProWriters expert today.
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