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Know Why Cyber Insurance Premiums Are Increasing
Although cyber insurance is a relatively new entrant in the insurance market, it has seen 
rapid growth and adoption as businesses worldwide recognize their cyber risk.

In the past, cyber insurance has been a relatively soft market. In other words, there were 
low rates, high limits, more than enough coverage to go around, and flexible contracts. 

Cyber insurance was such a soft market that, for over a decade, premiums fell as limits 
and coverage increased. With so much competition in the cyber insurance market, 
insurance providers continued to lower their prices to remain competitive while not paying 
enough attention to the risk they assumed from a given insured. 

However, the cyber insurance market now is very different from what it was just a few 
years ago. Cyber risk is only increasing as time marches on, causing cyber insurance 
providers previously unforeseen problems. 

As a result, the cyber insurance market has been highly volatile. Any business that has 
had cyber insurance for several years has experienced pricing fluctuations, and many 
early cyber insurance adopters are now paying several times what they once paid. 
Between 2020 and 2021 alone, premiums rose 25%-75% depending on the type of policy 
and the industry in which the business operates. 

Such drastic price increases have left many businesses wondering why their cyber 
insurance is taking larger and larger chunks out of their bottom line. While many 
companies recognize how essential cyber insurance is, why is it costing so much more 
than it used to?

Read on to learn about three underlying causes behind the cyber insurance premiums 
increase, and what they could mean for you as a broker. 

https://prowritersins.com/cyber-insurance-blog/cyber-insurance/
https://prowritersins.com/2021-cyber-insurance-market/
https://prowritersins.com/2021-cyber-insurance-market/


Reasons Behind the Cyber Insurance Premiums Increase
While many different factors contribute to rising premiums in the cyber insurance market, 
business owners will understand some of the main reasons:

• Ransomware attacks
• Social Engineering / Cyber Crime
• Poor cyber security hygiene
• Increasing loss ratios for insurers 

Ransomware Attacks Are Costlier Than Ever

Among the various types of cyber attacks, ransomware attacks have seen the most growth 
over the last several years. 

Governments worldwide saw a more than 1800% increase in ransomware attacks in 
2021, according to SonicWall, a cyber security company that sells security-focused 
internet appliances. Similarly, entities in North America saw more than a 100% increase in 
ransomware attacks in 2021. 

Ransomware attacks are not only more common but also costlier than ever. The average 
ransomware payment skyrocketed from $312,000 in 2020 to $570,000 in 2021, according to a 
report published by GRC World Forums. 

Businesses rely on their computer systems to operate—increasingly so. During the COVID-19 
pandemic, many companies made transitions that will optimize business processes, but also 
leave them vulnerable to cyber attacks.

If hackers can effectively shut down a business for several weeks or even more than a month, 
many companies find it more cost-effective to simply pay the ransom. Recent ransoms have 
reached seven digits for large companies. They can be tens of millions of dollars. 

Ransomware attacks have played a role in the cyber insurance premium increase because 
insurance providers now find themselves paying more claims. If the average business 
is riskier and brings more risk than anticipated, insurance providers have to raise their 
premiums to stay above water. 

https://www.sonicwall.com/2022-cyber-threat-report/?elqCampaignId=13998&sfc=7013h000000MiQZAA0&gclid=CjwKCAiAgbiQBhAHEiwAuQ6BkmbfNdHZWbIdJBPGBn4ut4T3yR5wDxM6JrGQbSMPEUk4O5ClyAmcVxoC7MsQAvD_BwE
https://www.grcworldforums.com/ransomware/ransomware-demands-soar-by-518-in-2021/2357.article#:~:text=Additionally%2C%20the%20average%20ransomware%20payment,during%20the%20past%2018%20months.


Social Engineering / Cyber Crime Claims

Businesses have seen a large increase in cyber crime related claims.  The most common type 
of claims have been social engineering related claims.  These typically arise out of a business 
email compromise event where someone sends an email to a business pretending to be a 
vendor or business partner and requests funds in a normal manner.  The difference is that the 
account number and routing number may have been changed, but the invoice and email look 
normal otherwise.  

This is the type of event that is preventable by making sure two people call and verify the funds 
transfer before it goes out, but often businesses are not taking this extra step.  

Poor Cyber Security Hygiene Increases Insurance Risk

Cyber security hygiene is an essential part of preventing cyber attacks in the first place. 
However, many businesses lack basic cyber security protocols that would prevent or limit a 
cyber attack’s damage. 

For example, a study by Ponemon Institute and IBM found roughly 70% of businesses don’t 
have a formal cyber security incident response plan (IRP) applied consistently across their 
organization. 

Similarly, many businesses don’t invest in continuous, robust cyber security training for their 
employees. Onboarding may include a brief cyber security portion, but the training usually 
ends at that point. Businesses often dump cyber security information on their employees 
without a framework, overloading and disconnecting employees from the training. But because 
employees are the most significant cyber vulnerability to a company, they should receive 
rigorous training to reduce cyber risk. 

If companies don’t have adequate cyber security hygiene, their risk of a cyber attack rises 
dramatically. When a business has no cyber security protocols in place, it’s only a matter of time 
before they fall victim to an attack that could cripple or put them out of business. 

Businesses with cyber insurance but poor cyber security hygiene pose a severe risk to their 
insurance providers. After all, if it’s only a matter of time before the business gets hacked, the 
insurance provider will lose money on them. When companies cost insurance providers more 
money, providers must charge higher premiums to account for that risk. 

https://newsroom.ibm.com/2018-03-14-IBM-Study-Responding-to-Cybersecurity-Incidents-Still-a-Major-Challenge-for-Businesses


However, businesses with poor hygiene won’t be able to get covered in today’s cyber insurance 
market. They may have been able to get coverage in the past, but cyber insurance companies 
are now quite strict regarding requirements for their insureds. And even if a business has 
insurance, they may not get it renewed if their cyber security isn’t up to par.

Increasing Loss Ratios Cause Reinsurance Rates to Rise

Between increased and increasingly damaging cyber attacks and poor cyber security hygiene, 
among other factors, cyber insurance companies are losing money on businesses that were 
once highly profitable. In other words, loss ratios among cyber insurance providers—the ratio of 
claims paid divided by premiums collected—are growing. 

Loss ratios increased by 25% between 2020 and 202 and now sit at around 73%, according to 
S&P Global. For every dollar of premiums a cyber insurance company collects, it will pay out 73 
cents in claims. 

As cyber insurance providers creep closer to being in the red, their reinsurers assume more 
risk by insuring them if they can’t pay claims. The reinsurers then raise premiums to cover their 
own increased risk. Therefore, the additional threat businesses pose to insurance providers 
creates risk for their reinsurers, who have to raise premiums that get passed back to individual 
policyholders. 



What the Cyber Insurance Premiums Increase Means 
for Brokers
With cyber risk at all-time highs, many businesses are looking to invest in the right cyber 
insurance policy to protect them in a cyber attack. However, new market entrants may be 
shocked at how much they’ll need to shell out for their coverage. Likewise, businesses 
that already have cyber insurance may question why they continue to pay more and more 
for less and less coverage. 

As their broker, you can give your business clients a quick explanation about why they’re 
paying more than they have in the past. Cyber insurance is more expensive than ever, 
but the higher price tag doesn’t mean companies are overpaying for it. Current cyber 
insurance prices more accurately reflect what companies should have been paying for 
coverage in the past.

Cyber insurance over the past decade or so was underpriced compared to both the risk 
insurers took and the protection it provided businesses. While businesses may have been 
getting a significant discount, today’s prices more accurately reflect what businesses 
should have been paying.

Instead of premiums gradually increasing over the last decade, they are rapidly jumping 
in price. Premiums may still have some room to increase, but they most likely won’t be 
showing the same growth they have over the last few years. 

Do you want or need to learn more about cyber insurance security trends? Do you want to 
find the best cyber policies for your business clients in less time, with less effort? 

ProWriters can help you master the rapidly growing and changing Cyber Insurance 
market. Our registered brokers have access to powerful tools that let them research and 
quote policies from the top carriers in a matter of minutes.

To find out more, schedule a call with us today.

https://prowritersins.com/contact-us/



